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NGi dung trinh bay

» Cac nguy co mat ATTT trong ngan hang
> Quan ly nha nwdc vé ATTT nganh Ngan hang

> Thuwe trang st dung sadn phdm ATTT trong hé thdng ngan
hang

> Cac giai phap dam bao ATTT hé thong ngan hang trong thoi
gian toi

> Kién nghi, dé xuat
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Cac nguy co mat ATTT trong ngan hang

T4n c6ng mang cO to chirc:

Nhidg &n @ htcbpaddn
v & adanninhtrént hgéi &hu, o
v wc inhg éaylam giat & n Gl
nguyc & acdngma nxgyénbién | L-_p,_
gi @iat, & 0 gpih anma ncgt O HiESERL et i LK
c h wad v gact rbodaacchinh
p huacé mu diéut aaedngrd |
rang. g

TRAN( UAVIETNA

TIN TAC TAN CONG

Bl
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Cac nguy co mat ATTT trong ngan hang

Sw gia tAng ma doc:

N a 2016 theoghi n h &ni @c hang
bamats,d wvomagd 6 m& O agia
t & 8690, trongd dmad 0 tc &cdngvao
nganhtai chinhnganhangc G migt 4 ng
t v olnmgyg

D a n a 8017 h o M0Onganhang® 40

n v ébcidinh malware cé k h & & nagn
minhtrong b on h Maytinhdi &l i € n
cach & h 6ATNn htai.é n

Thang 5/2017 ma d 6 ¥VannaCry lan

r 6 hgr 1509 u Gyia trongd &cO Vi ét
Nam, & nlth v & n g¢¢i0c000t éc h &* c
200.000canhan
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Cac nguy co mat ATTT trong ngan hang

Tan céng vao Automated Banking

Hacking ATMs with Just a Text Message
System:

i pEnE
Xuhuvwéphgtt ricanye a¢i & h
nganhangs & o6ni h i kénhhd i ¢ lrén

- ATTACKER

méit r v ona glggernetlamx u & é 5 o commenos
A Lo . aia [ )t ? AR 2
thémn h i réwo, thacht h uma. iDv ;.
doatmong 1-2namdtnt acéd ap L g EE, 5
tl"ung CéC h O aj-t('j nvgo V I é étyr (’j : —:kg:rus TO ISSUE =

t i hdngqua h & h 6 mg@n hangt w

d 0 rfABSAutomatedankingSystem)

Nt 12016 haiNganhangQu telga — oqnoan g sohath | @mg i o
va Ngan hang Metallinvestbank ganh hangc h wat r & m &ong

¢ h cagc u t &tongnghiémt r Va&0g i k h o Agén hang v &1 h @
h E h nganhangt L, ntgh,h Yt/]n ¢ o dinc Athdngtint hAFM,
=t lamt hgéi dagutt i.é n
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Cac nguy co mat ATTT trong ngan hang

Con nguoi 12 diém yéu nhat trong hé
thong:

Hi émay t 0p h aenh u yhé&urnd b @ n
congthéngquanhanvién,khachhangs
dundgi cvhula nhrdgt voma
nharmkdhra mphpngy &Em

Theo bao cao khao sat 2016 VNISA,
vé dbi twong de doa t&éi an toan
thong tin, ngoai tdi pham may tinh bat
hop phap chiém 65,3%; thi céac
nguy co mat an toan tlr can bd dang
lam viéc chiém 9,2%; can bd da nghi
viéc chiém 5,8% va cac nguy co
khac.
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Quan ly nha nwéc vé ATTT nganh Ngan hang

Cac VBQPPL cua Nha nwéc:
L uBtaod a c h Lsifl42005/QH11 ngay 29/11/2005;
L u Burttoan thong tinm”™ n g M6/2015/QH13 ngay 19/11/2015;

NgHosmB 5/ 20 06GP/ndan 08/3/2007 ¢ U @hinhp h v X
giaod a c h [Ltrong h o f' ¥ nngan hang;

N g hloa rs m26/2007/ N-@P ngay 15/02/2007 ¢ 0 €hinh p h guy
Loarcchit itNihanhLu Biod adh &€ W X h&ys nvad o o I
chénmnd @hwysnuacaicng Ha s d Ab Asung Ng hloo n h
26.

Théngt 161/2016/TT-BQP ngay 21/10/2016c VBo Qunc ph
v X i bamhanhQuyc h u WK h ugButngimv XnBmadans G Y
d 0 ntrgpng | 0 v @ rgan hang.
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Quan ly nha nwée vé ATTT nganh Ngan hang

Cac VBQPPL do NHNN ban hanh:

Thong tw sé 31/2015/TT-NHNN ngay
28/12/2015quy ' ° wh L ¢ tm [ an
toan, b F smd h 't h~ @NJT trong
h o Bt mganhang

Thong tw s6 47/2014/TT-NHNN ngay

31/12/2014 quy L' © rcdc yéu c T ki : DSS
t h wdantoanb [ mdL Y | t'rang qumm.mu'r
t hibfjpth_vg thanhtoant hngan

hang
Thong tw s6 35/2016/TT-NHNN ngay
29/12/2016 ban hanh quy L'~ v Ian

toan,b Fmdd¢hov i cungc bl ¢ h
nganhangtrénlinternet
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Quan ly nha nwée vé ATTT nganh Ngan hang

Chi thi 03/CT-NHNN ngay 10/01/2017
v®Lo® lhlgm[anninh, antoan
trong thanhtodnl' i 't rva thanhtoan
t Nl

Quyét dinh 630/QP-NHNN ngay
31/3/2017 v Qpan hanh K JJh o Y éph
d. rcéacg i phapv @Qntoanb [mdt
trong thanhtoant r t @ yvanhanh
toant hn@anhang

Quyét dinh 488/QP-NHNN ngay
27/3/2017banhanhK Jh o Yecrhd), n g
CNTT c_. @ct c h tin d_ ngi

! o 20172020
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Quan ly nha nwée vé ATTT nganh Ngan hang

Kiém tra tuadn tha cac
VBQPPL ve an ninh, bao
mat tai cac TCTD

T . 2010 L J] nay, NHNN
L «t i Aamh h h 80 L~ t
ki Whntuant hgacv £ n
b [gquyp h Ypimpl u @
CNTTt $2TCTD
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Thue trang swr dung san pham ATTT
trong he thong ngan hang

Theo s6 liéu khao sat dén cuoi nim 2016:

100% TCTD trangt h b Atninhb [rod¢ B TmhEt h " th® nc
|~ (drewall): h 't h“ ph&thi xamn h IPS/IPS) h 't h* phang
c h " virus, xact h L' @hanht 1 “vi_ céhcgiaod ™ E ht n

Trén90% TCTDt r khaltd t h ~ ognugllyriruy ¢ dipterneth 't h ™ n ¢
phongc h * tnhgé&

Kho 70 TCTDL k& h € xuy@nl 8§ micacl i W,
h® ramninhb [rodd . et h “ ONGT.

Kho 58 TCTDL « d_. rgg phéaph 't h " onhgky s ‘d . @én
n Qtn[ RKY (quahinht h theé,t t r khall o kboa)tichh ™ . dac
h't h" nngly, ma h Vv cprganhang

Kho [384TCTD L Ftu€cg i fhapanninhb [ mdkhéacn h: &
t h onwllyrs k i ‘amminh (SIEM); h 't h ~ phdngc h ~ tn lstbngt
chdiephh't h firegalll . pnd, ng
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Thue trang swr dung san ph?im ATTT
trong he thong ngan hang

Theo s6 liéu khao sat dén cuoi nim 2016 (t i thep):

20% TCTD | btyh @ lgll Uti€uc h uONDSSvatiéuc h uIS®
27001
H' t h tnhd®nhtoanc hy Jjouh §f nsnd . 1 dt T

Trén95% khachhangs 'd | rSNMISOTPL WAct h cacgiaod ngan
hangl i t nCaccongn g hkxact h mél nnhh €d_ rOFP Token,ky
xact h gimod a«hkyl i t ®éL antoancaoh hah €a'ta i W
khaiapd , mdyi. Qu
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== Cic gl phip dim bio ATTT h? thing ngin hing
trong thoi gian toi

Poi voi NHNN:

Nghiénc = épd _ rcdrb tiéuc h ugiun't djongquatrinhxayd . n g,
banhanhVBQPPLL i Qb "hnohEdt n aqnd), rCNTTc . cacTCTD.

Ban hanhcacchinhsachl XmU n hnd), rtdikys 'vacacg i ghap
xact h mé& ntlongcacl oMinhd ™ ¢ i t n

T ch ta ikhaih o 8t rc@ghi quflnige. ng_ s .c ‘an
ninh CNTT; banhanhquyc h ¢] ks hclias Todngtin, p h h 1 y@chias T
n g unhdnl  cotrinhl.  chuy@énmdncaa

Tt cge cdggtack i Watuant hcacquyl = w K@ntoanb [rodt
t GacTCTD,t ‘¢ h trenggianthanhtoanl W § rgi, phath i cri,n h
baovax 'lys . odcr _rd,saip h 4 m
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- Cac giai phap dam bao ATTT he théng ngan hang
trong thoi gian toi

Poi voi NHNN (tiép theo):

Xayd rkgh o YUtcrhuthéDat = 0 gW® i L E m[antoan,b [ o
mdtrongthanhtoanl’ i t wathanhtoant hU'DW g ‘€danh i Wwayén
tamkhis d_ mg e Jthanhtoan

Ph'hi wp, dicc lguanc h nd Bg Thongtin vat r u hdDmB
Congan,BanC hy JJ@hinhp hyacact ¢ h cungc bp” e hh 4 £ n g
CNTT... L Wwhias Téngtinvah .t rho Bt r.d [ antoan,anninh
mY ncg rnmanhNganhang
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== CAc gidi phap dam bao ATTT h¢ théng ngan hang
trong thoi gian toi

D6i véi cac TCTD:

Xayd @t ¢ h ta khaiKhungK i Ariac CNTT, Chinhsachv Q
anninhb [ md €NTT, Chinhsachv @ u [lyr _ro CNTT tuant hcac
v Ltn[ phapl ud_tNhan € v&cacquyl © hNganhangNhan €, c
Vi Nam

T h € xoyénrasoat,l § rgiar _rol "vi_ toanb cts 'h9 F k g
t h (CHMTTvat r khalwacg i ghapphuh ™ b\ i [t rhir Wo,L [ m
b [amtoanh 't h " cnlgm dp 8@toantais [chokhachhang

Nghiénc . apd, rc@enguyént diyc h ugn’t d"vi, 't h" n¢
CNTTc | mdré&c nd., mg h v _nph #uc h ulE®27001 PCI
DSS caccongn g xact h mé& nlhahant m, ¢hocacgiaod = ogan
hang
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%= Cac gidi phap dam béo ATTT hé théng ngan hang
trong thoi gian toi

Poi véi cac TCTD (tiép theo):

n X ym4 nddngtac L * o Undingcaon h 4 rh v @n toan thdng tin;
h u Blru ynangcaok :n £ mdy din 't n d]p ddx Iy r _ro chocéan
b nhanviénnganhang

Lamt “cdngtact r u $ha@@al JJkhachhangt h € xuyén,k ~ tph~ i
L €@nh_  afrbdoh€ ditthongtin L §f i L JJkhachhangl W
khachhangn dumd cacr _ra,t hL, o Wianl dnongh o Ht rhanhtoan
vacachs d . mad = ¢ mganhangl i t antoan,b [modt
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C4c deé xuat, kién nghi

1.Mdméa(xact h bd mdtoanv Ga h " mhgb jcpvaitrog u ylJjtn h
I [ m[antoanchogiaod = £ h't ,@ g BanC by Jjahinhp hh .t r~
nghiénc  hanhanhl’ fly_cactiéuc h uvX@dmadans n,h lltactiéu

c hudpd_ rgvi, daicl ow he flh antoancaon h t& chinh,ngan
hangl W h “nnhgblt h t ¢ khain
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C4c deé xuat, kién nghi

2. B TT&TT Congan, BanC hy JJ@hinhp hp h 'hi pghiénc ,u
trinh Chinhp hbanhan m. ¢ chinhsachtiéuc h u X n

+ Chinhsachqg u gl_av (D_ t, rcungc blghias, mongtm nNg. sUC
toanthon?tln un __ ch(as achn h i inhacungc h c r
v .mY ntpngt C{P antoanb I mdtron Vi L ctothog unhén

| .t rnghiénc uyensauv @nnlnhb I,'md thjas Mongtin vah |

i et a1 suc annlnhml-lng

+ Tieuc h.u X g\n Qongtacl I l:n “antoanthongtinc . tac h_ ¢
canhanc | nn(_mcﬁht X ph elatw p trongl o\ hray,

+ ChlnhsachL toUmhatt r in ¢/ nhanl ao ninh m Y nlgWinhthanh
g ¢huyéngia an ninh théngtin ¢ . Mi Namco L _trinh L . Kkinh
% h |t hmhccongtac L [ m amtoan an ninh thongtin g u lgleat, co

gﬁrgk Jh o Ytaygnt r upy @b i K n f] h amnin ncho
m m g

£ ChlnhsacheulenL tu @hucL >gm(;acd ann hiénc = 8 [>au béc
trangt h ib/abninhb Tmmdt h € m co cactinhn £ rkg
t hu cthtnrgh gacs [pnh Xnh & g o l-I|
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XIN CAM ON!
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